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PROPNET

THE PROPERTY NETWORK
Protection of Personal Information Act (POPIA) 4 of 2013 Manual

for Propnet South Africa (Pty) Ltd

1. SCOPE OF APPLICATION

POPIA regulates all organisations that process personal information. Propnet South Africa
(Pty) Ltd is such an organisation. The term personal information includes a wide variety of
details which are discussed later on herein, but includes details typically collected by us when
we perform functions on behalf of clients, such as identity numbers, names, residential
address, work address, email address, cellular phone details, and so forth. The personal
information that is protected does not relate only to the clients of an estate agency; also
included is information about the agency’s employees, customers, suppliers and those to
whom processing activities are outsourced. The technical meaning of the term ‘process’ for
purposes of POPIA is discussed at hereof. For the time being, the reader may assume that this

means the collection, storage, use and deletion of personal information.

2. “DATA SUBIJECT” IS THE ONE WHOSE INFORMATION IS PROTECTED i.e You (Our
Client)

The data subject (you) is the person or entity to whom the data (personal information)
belongs. In the context of the business of an estate agent, the data subject will in most cases

be the seller or purchaser of a home, or lessor or lessee of premises.

Rights of the data subject (you):

a) Under POPIA, personal information may only be processed (ie., collected, stored, used,
shared) if the data subject (or a competent person where the data subject is a child) expressly
consents to the processing of the personal information, unless the exclusions (see below) with

regard to consent apply.

b) The consent of the data subject is not required where the processing of personal

information:

I. is necessary to carry out actions for the conclusion or performance of a contract to

which the data subject is party. For example, in our context, this would allow the
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agency to collect and use the personal information of a seller or buyer in a property
sale transaction and share it with the conveyancing attorney. Such use (processing)
must however be limited to the purpose of the transaction and only the information
reasonably required may be obtained and shared under this exclusion. The collection,
sharing and use of the information must furthermore be processed responsibly. For
example, where an identity document is copied for the agent’s records, or sent to a
conveyancer, responsible actions must be adopted to ensure that such records do not
fall into the hands of third parties.

complies with an obligation imposed by law on the responsible party (Propnet South
Africa (Pty) Ltd). For example, where the agent collects proof of residence in order to
comply with the Financial Intelligence Centre Act, or asks a non-resident applicant
tenant for a copy of a residence permit;

protects a legitimate interest of the data subject;

is necessary for the proper performance of a public law duty by a public body; and

is necessary for pursuing the legitimate interests of us or of a third party to whom the

information is supplied.

c) The personal information must ideally be collected directly from the data subject, except

in some instances, for example, where the information is already contained in, or derived

from, a public record, or has deliberately been made public by the data subject, or where

collection of the information from another source would not prejudice a legitimate interest

of the data subject. For example, information in the deeds office database may be collected

without consent and without the need to collect it directly from the client, because it is

available on the (public) deeds office database. (Nonetheless, despite it being derived from a

public record, an agent must act responsibly when using and sharing the information so

obtained).

2.1

NOTE THAT A DATA SUBIJECT (YOU) MAY:

withdraw your consent at any time;
request that we correct or delete personal information that is inaccurate, irrelevant

and excessive (not necessary for the purposes, for example where the estate agent
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3.

collected names and birth date details of a client’s children without apparent need
therefore), or which we are no longer authorised to retain.

THE “RESPONSIBLE PARTY” IS US (Propnet South Africa (Pty) Ltd)

We are the “responsible party”, as we determine what information we will ask for from our

clients, employees and service providers.

We bear the onus to ensure that we meet the conditions of lawful processing of personal

information and adheres to the security measures on integrity and confidentiality in respect

thereof.

Rights and responsibilities of Propnet South Africa (Pty) Ltd

We must ensure that:

the information protection conditions are met;

the processing is performed in a reasonable manner that does not infringe your (the
data subject) privacy and is for a specific, explicitly defined and lawful purpose related
to a function or activity of us;

you have been made aware of, inter alia, the nature of the information being
collected, the identity of us and the purpose of the collection of the information; in
relation to processing, such processing is adequate, relevant, and not excessive;

you have consented thereto, or the processing is necessary for the conclusion of a
contract, complies with an obligation imposed by law, protects your legitimate
interest, or is necessary for pursuing our legitimate interests or a third party to whom
the information is supplied;

the personal information is collected directly from you - unless the other exceptions
apply, ie you made the information public, you have consented to collection from
another source, your interests would not be prejudiced by the collection, the
collection is necessary per the grounds contemplated in POPIA, and the lawful
purpose of the collection would be prejudiced or compliance is not reasonably
practicable;

you will continue to have access to the personal information (subject to certain

exemptions); and
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e We have taken appropriate technical and organisational measures to safeguard the
security of the information.

4. THE INFORMATION PROTECTION OFFICER

POPIA requires that an Information Protection Officer be appointed. llzemarie Knoetze is the
Information Protection Officer for Propnet South Africa (Pty) Ltd. You can contact her at

ilzemarie@theoffices.co.za.

The role of the information officer within an organisation is now governed by the provisions

of PAIA (Promotion of Access to Information Act) and POPIA.

The information officer is responsible for:

e ensuring that the organisation complies with the conditions of lawful processing of
personal information;

e working with the Regulator in relation to any investigations conducted in accordance
with the relevant provisions of POPIA;

e ensuring a compliance framework is developed, implemented, monitored and
maintained;

e attending to a personal information impact assessment to ensure that adequate
measures and standards exist within us, in order to comply with the various conditions
for lawful processing of personal information as contemplated in POPIA;

e ensuring that a manual as contemplated in PAIA is developed, monitored, maintained
and made available; and

e ensuring that internal awareness sessions are conducted regarding the provisions of
POPIA, the regulations and any codes of conduct or information obtained from the

Regulator.
The information officer is registered with the Regulator.
Liability of Information Officers

Nature of offence and penalty:

1. Offence: Section 90(1) of PAIA: A person (including an information officer) who, with

intent to deny a right of access in terms of this Act:
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5.

a) destroys, damages or alters a record;
b) conceals a record; or
c) falsifies a record or makes a false record

Penalty: a fine or imprisonment for a period not exceeding 2 years.

Offence: Section 90(2) of PAIA: The Information Officer who wilfully or in a grossly
negligent manner fails to comply with the provisions of section 14 of PAIA.

Penalty: a fine or imprisonment for a period not exceeding 2 years.

Offence: Section 90(3) of PAIA: The head of a private body who, wilfully or in a grossly
negligent manner, fails to comply with the provisions of section 51 of PAIA.

Penalty: a fine or imprisonment for a period not exceeding 2 years.

Offence: Section 77K of PAIA: Non-compliance with an Enforcement Notice.

Penalty: a fine or imprisonment for a period not exceeding 2 years.

THE OPERATOR

The operator is the party that performs the actual processing of your (the data subject)

personal information on behalf of us. The operator for Propnet South Africa (Pty) Ltd is the

individual agent collecting the personal information.

If Propnet South Africa (Pty) Ltd appoints an operator then we:

retain ultimate accountability for an operator;

must ensure that an operator must only processes the information furnished to it with
the knowledge or authorisation of us, must treat personal information which comes
to their knowledge as confidential and must not disclose it to others (unless required
by law or in the course of the proper performance of their duties);

must, in terms of a written contract between us and the operator, ensure that the
operator which processes personal information for us, establishes and maintains the

security measures as prescribed under POPIA.

Duties of the operator

POPIA prescribes that an operator must notify us immediately where there are reasonable

grounds to believe that your personal information has been accessed or acquired by any

unauthorised person.
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6. PROPNET SOUTH AFRICA (PTY) LTD CAN BE DATA SUBIJECT, OPERATOR OR

RESPONSIBLE PARTY, DEPENDING ON THE CIRCUMSTANCES

For example:

7.1

If the estate agent outsources part of its IT function, the IT services provider will almost
certainly be processing personal information that the estate agency collected and
provided to the service provider. In this relationship, the estate agent is the
responsible party and the IT services provider the operator. However, from the IT
service provider’s point of view, its client is the estate agency and the agency’s
personal information, as data subject vis-a-vis the IT service provider (as responsible
party).;

Where the estate agency is sending email campaigns with the assistance of outside
software provider, the third-party software provider (operator) is processing personal
information (eg, email addresses) for the estate agent (responsible party); and/or
Where a homeowners’ association provides a list of owners in its association to an
estate agency for the latter to perform certain tasks as its managing agent and to
collect levies, the agency is the operator and the homeowners’ association the

responsible party.

. WHEN CAN IT BE SAID THAT PROPNET SOUTH AFRICA (PTY) LTD IS “PROCESSING”

PERSONAL INFORMATION AND WHICH ACTIVITIES OF PROPNET SOUTH AFRICA
(PTY) LTD FALL WITHIN THE MEANING OF “PROCESSING”?

WHAT IS PERSONAL INFORMATION?

Personal information is a broad term and relates to an identifiable, natural person or legal

entity and includes, but is not limited to:

Contact information — telephone number, email address, residential address, place of
employment, etc;

Private correspondence;

Biometric Information, like fingerprints;

Credit checks;

The views or opinions of another individual about the person;
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e Demographic information — age, gender, race, date of birth, ethnicity etc;
e History — employment, financial information, medical history, criminal history as well

as educational history;
7.2 EXCLUSIONS

If the information that has been processed does not fall within the definition of personal
information, it is excluded from POPIA and the processing of the information may proceed

without compliance with POPIA.

The following types of processing are excluded, namely information:

e processed for purely personal or household activity;

e that has been de-identified (if the information which links it to a specific data subject
has been deleted or the link between a data subject and their personal information
has been broken to such an extent that someone cannot link the information back to
the relevant data subject again. An example would be a medical report without the
name or any contact detail of the person to whom it relates);

e processed on behalf of the State or used by the Cabinet, Executive Council of a
province and any municipality;

e processed for investigation and prosecution of criminal matters;

e used exclusively for journalistic purposes;

e required for the judicial functions of courts, and/or

e which is exempted by the Regulator (in terms of section 34 of POPI).

8. PROPNET SOUTH AFRICA PTY(LTD) PROCESSES PERSONAL INFORMATION AS
FOLLOW

Processing condition 1: accountability

e We ensure that the conditions set out in POPIA, and all the measures that give effect
to such conditions, are complied with at the time of the determination of the purpose

and means of the processing and during the processing itself.

Processing condition 2: processing limitation
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e Theinformation we collect is not excessive, legally justifiable, and is not collected from
third parties without good reason.
e There are six justification grounds in order to lawfully process personal information:
1. Your consent;
2. where processing is necessary to carry out actions for the conclusion
or performance of a contract to which you are party;
3. processing complies with an obligation imposed by law on us;
4. processing protects your legitimate interest;
5. processing is necessary for pursuing our legitimate interests or of a
third party to whom the information is supplied; or
6. processing is necessary for the proper performance of a public law
duty by a public body.

e We collect directly from the data subject.

Processing condition 3: purpose specification

e Personal information is collected for a specific, explicitly defined and lawful purpose
related to a function or activity of us.

e Retention records of personal information is retained any longer than is necessary for
achieving the purpose for which the information was collected or subsequently

processed.

Processing condition 4: further processing limitation

e further processing is in accordance or compatible with the purpose for which personal
information is collected.
e Further processing is allowed:
o where you have consented to the further processing of the information; or
o where the information is used for historical, statistical or research purposes
and we ensure that the processing is carried out solely for such purposes and

will not be published in an identifiable form.

Processing condition 5: information quality
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We take reasonably practicable steps to ensure that the personal information is complete,

accurate, not misleading and updated where necessary.

Processing condition 6: openness

e Documentation

o PAIA Manual — which you can find on our website

¢ Notification to a data subject

o We take reasonably practicable steps to ensure that you are aware of:

the information being collected;

the source from which it is collected, if not collected by you itself;

the name and address of us;

whether or not the supply of the information by you are voluntary or
mandatory;

the consequences of failure to provide the information;

any particular law authorising or requiring the collection of the
information;

any intended transborder transfers;

any further information which is necessary, having regard to the
specific circumstances in which the information is or is not to be

processed, to enable processing in respect of you to be reasonable.

Processing condition 7: security safeguards

We secure the integrity and confidentiality of personal information in its possession or under

its control by taking appropriate, reasonable technical and organisational measures to

prevent-

e |oss of, damage to or unauthorised destruction of personal information; and

e unlawful access to or processing of personal information.

In order to give effect to this we take reasonable measures to-

e identify all reasonably foreseeable internal and external risks to personal information

in its possession or under its control;

e establish and maintain appropriate safeguards against the risks identified;
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regularly verify that the safeguards are effectively implemented; and
ensure that the safeguards are continually updated in response to new risks or

deficiencies in previously implemented safeguards.

Processing condition 8: data subject participation

The Data subject’s (your) various rights under POPIA is recognised by us:

9.1

the right to confirmation;

the right to access;

the right to correction, destruction or deletion; and
the right to objection

THE NEW REGULATORY AUTHORITY

THE REGULATOR FOR DATA PROTECTION

POPIA introduces and provides for the establishment of an independent supervisory

authority, the Information Regulator. It is specifically tasked with the duty to monitor and

police compliance with the data protection provisions contained in POPIA.

9.2

MAIN POWERS, DUTIES AND RESPONSIBILITIES OF THE REGULATOR

The Information Regulator is responsible for the oversight and enforcement of POPIA and has

wide-ranging powers and responsibilities, including in relation to:

9.3

facilitating education, training and awareness on data protection;

monitoring and enforcing compliance with POPIA;

consulting with any interested parties on data protection;

handling complaints from you and/or other parties in relation to data protection;
research regarding privacy and data protection; issuing codes of conduct; and

facilitating cross border cooperation in the enforcement of privacy laws.

SUBMITTING COMPLAINTS TO THE REGULATOR

Any person (you, as our client) may, either orally or in writing submit a complaint to the

Information Regulator in the event of alleged interference with their rights to privacy.
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After receipt of a complaint, the Information Regulator is obliged to investigate the complaint,

act as a conciliator where appropriate and take further action as contemplated by POPIA. In

exercising its investigative powers, the Information Regulator may, amongst other things:

summon and enforce the appearance of persons;

compel the provision of written or oral evidence under oath;

receive evidence irrespective of whether such evidence is admissible in a court of law;
and

enter and search any premises occupied by a us.

Where necessary, the Information Regulator may apply to a judge of the High Court or a

magistrate to issue a warrant to enable the Information Regulator to enter and search

premises.

10. SPECIAL NOTIFICATION/REGISTRATION REQUIREMENTS

No registration or notification requirements for the processing of personal information are

prescribed by POPIA other than prior authorisation with regard to certain limited categories

of processing under Section 57 of POPIA which relates to the cross-border transfer of special

personal information or personal information concerning children.

11. STEPS PROPNET SOUTH AFRICA (PTY) LTD MUST IMPLEMENT TO BECOME

11.1

COMPLIANT AND MARKETING
WHAT COMPLIANCE WILL REQUIRE OF PROPNET SOUTH AFRICA (PTY) LTD.

Our information officer’s role: An information Officer is registered in line with POPIA.
The information Officer is llzemarie Knoetze.

Buy-in and staff training: In order to ensure effective compliance, buy-in from senior
management all the way down the chain of command is needed. Employees will be
informed of what data privacy is about and what their duties are in terms of POPIA.
Find the personal information in our agency: We will do a self-check/GAP analysis/
impact assessment. We will perform a detailed check on when and how information
is collected, how it is stored and used and ultimately deleted or destroyed and
whether it was collected with the necessary consent or otherwise obtained lawfully

where consent is not required. Once such a “self-audit” is completed, there should be
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a clear understanding of how data is being processed in our agency. Gaps and risks
should become identifiable.
Design a practicable compliance framework, which usually include identified
processes and policies: A proper gap analysis will help identify which processes and
policies have to be put in place. These often include:

o updates to employment contracts

o updates to supplier agreements

o changes to marketing practices

o implementation of policies such as privacy policy, data breach policy, data

subject record access request policy, employee device policy, and so forth.

Implementation: The compliance framework should be implemented, monitored and
maintained. Policies and procedures do nothing to aid compliance if they are not

properly implemented.

12. EMPLOYEES AND EMPLOYMENT CONTRACTS

The general provisions under POPIA will apply equally to any personal information processed

as part of a data subject's employment. POPIA does specifically include a data subject's

employment history within the definition of personal information. This means that POPIA

applies to the collection and use of personal information of prospective employees, current

employees and past employees, as well as the monitoring employees’ email, internet access,

location data and the video surveillance of employees in the employment context. Employee

records recorded and maintained by an estate agent (Propnet South Africa (Pty) Ltd) must

be “processed” as provided for in POPIA.

We must ensure:

lawful justification for the processing of personal information;

the personal information being processed must be relevant, adequate and not
excessive having regard to the purpose for which it is processed;

the employee must be notified of the purposes of collection and processing of
personal information, and the employer must consider each employees’ right to

access, modification and erasure in light of POPIA requirements.
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It is further advisable to include provisions in the employment contract recording the
employee’s obligation to adhere to the privacy policies of the employer, both with regard to
the private information of the employer and the private information of clients and service

providers that the employee may come in contact with in the course of his/her employment.

Propnet South Africa (Pty) Ltd must also make every effort to maintain awareness of
compliance with the privacy policies of the employer by way of regular training/updates of

employees on the requirements of the Act and the employer’s own policies.
13. EFFECT ON CERTAIN MARKETING PROCEDURES

13.1 DIRECT MARKETING

Electronic direct marketing and consent

According to POPIA, direct marketing is electronic communication that is directed at an
individual or entity and which promotes or offers to supply any goods or services. Examples
include emails, SMS messages, messages sent via social media platforms directly to a specific
individual and advertising sent to a custom audience via social media platforms (ie, where it

is known who the recipients are).

Once categorised as (electronic) direct marketing, we must ascertain whether an opt-in

consent must be obtained. There are two scenarios.

e |If thisis a first approach to the person, consent must be obtained for any unsolicited
(ie, that person did not ask for it) marketing to that person. In other words, where we
as an estate agency want to contact a person for the first time with marketing
communication which was not requested (unsolicited), we must obtain consent
before sending electronic marketing to individuals. We may approach someone for
direct marketing consent once only, and provided that they have not withheld
consent previously. There is a form (Form 4) in the Regulations to POPIA that sets out
an example of such a consent. We may use it as is, or choose to adapt it and make it
more attractive than the legislature’s attempt (whilst making sure the necessary
information is contained therein so that the person knows at all times what marketing

he is consenting to and from whom it will be received).
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e On the other hand, when it comes to contacting our existing customers, there are

three criteria that need to be met before we can start marketing to them directly:

1. If the client’s contact information was obtained in the context of a rendering a
service (such as assistance with a sale or lease of immovable property);

2. If we want to inform that client of similar offerings;

3. If the client is given opportunities to refuse the direct marketing, both at the time
the information is collected and every time marketing is directed to him/her. For
example, if an agent has an existing relationship with a property investor in terms
of which he or she shall find options in new developments for purposes of leasing,
marketing new suitable developments to that client will generally be in order

provided an opt-out option appears in each electronic marketing message.

We must further manage our own client databases effectively and keep records of where,
how and when the personal information was initially obtained; whether the person is an
existing customer and, if so, in respect of what products or services; whether the person has
consented to receiving direct marketing; and whether the person has unsubscribed from

receiving direct marketing.

It is advisable therefore to:

e use bulk email and SMS software that keeps track of opt-in and opt out information
and automatically includes an automatic opt out on each message sent to existing
clients and others that have opted-in to receive marketing; and to

e ask people directly if they may be added to the agency’s database.
Lead generator service providers

The business of buying and selling of personal information is tricky. In the context of POPIA,
“personal information” refers to information relating to an identifiable, living natural person
(and, where applicable, a juristic person), including your gender, marital status, age, identity
number, email address, telephone number and physical address. There are a host of
companies (like Propnet South Africa (Pty) Ltd) that have built up huge databases of contact
details (including phone numbers and email addresses of individuals) and these are bought

and sold on the open market. Often, we as estate agents make use of these. The provisions
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in POPIA requires of such lead generation companies to process their databases in compliance
with the Act. The generation of the lists must therefore be managed a lot more effectively
than was the position in the past so that the records reliably record specific details, amongst
other things: where, how and when the personal information was initially obtained; whether

the person has ‘opted in’ or given their consent to be marketed to in this fashion.
Cold calling

As mentioned before, Propnet South Africa (Pty) Ltd as estate agents may not without
consent send unsolicited SMS’s or automated calls, as these fall within the definition of direct
marketing in POPIA. We may still do cold calling though, as this is a personal (not electronic)
way of direct marketing and therefore not prohibited by the provisions of POPIA. The
recipient of the call may ask the Propnet South Africa (Pty) Ltd agent to stop contacting him
or her, and this must then be adhered to. However, where Propnet South Africa (Pty) Ltd
uses lists purchased from a lead generation business, the position is trickier, as we will have
to obtain confirmation from the lists provider that the records have been obtained and stored
in a way that is compliant with POPIA and that consent is in place, as indicated above. That is
generally difficult, as this was not the practice in the past to record the additional detail or to
obtain consent. When obtaining these records, it will be advisable for Propnet South Africa
(Pty) Ltd to obtain confirmation from the provider of the records, that the data provided has

been obtained and recorded in a way that is POPIA compliant
14. FURTHER COMPLIANCE CONSIDERATIONS
14.1 DATA BREACH NOTIFICATION

Where there are reasonable grounds to believe that a data subject's (your) personal
information has been accessed or acquired by an unauthorised person, Propnet South Africa
(Pty) Ltd or any third-party processing personal information on instruction from Propnet
South Africa (Pty) Ltd (the operator), must notify the Information Regulator and you. (Notice
to you are not required if your identity cannot be established as a result of the breach, in the

hands of the recipient.)

Notification to you (data subject) must be:

e made as soon as reasonably possible after the discovery of the breach;
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14.2

sufficiently detailed;

in writing; and

communicated to you by mail or your last known physical or postal address; or by
email to your last known email address; or by placement in a prominent position on
the website of us; or by publication in the news media; or as may be directed by the

Information Regulator.

SANCTIONS

It has been noted above that the Information Regulator is responsible for the investigation

and enforcement of POPIA. A person contravenes the provisions of POPIA if he/she:

hinders, obstructs or unlawfully influences the Information Regulator;

fails to comply with an information or enforcement notice;

gives false evidence before the Information Regulator on any matter after having
been sworn in or having made an affirmation;

contravenes the conditions;

knowingly or recklessly, without the consent of us obtains, discloses, or procures the
disclosure, sell, or offers to sell details of you to another person; and will be guilty of

an offence.

Contravention of POPIA could result in far-reaching sanctions, these include the imposition of

fines up to R10 million, imprisonment for a period of 12 months to 10 years and/or a damage

claim by you (data subject).

14.3

DATA RETENTION

In terms of POPIA, records of personal information must not be retained any longer than is

necessary for achieving the purpose for which the information was collected or subsequently

processed. Propnet South Africa (Pty) Ltd has to keep your records for a period of six years

according to The Property Ombudsman’s codes of practice.

Personal information may however be retained for longer periods if:

retention of the record is required or authorised by law;
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e Propnet South Africa (Pty) Ltd reasonably requires the record for lawful purposes
related to its functions or activities;

e retention of the record is required by a contract between the parties thereto; or

e the data subject or a competent person, where the data subject is a child, has

consented to the retention of the record.

Notwithstanding these exceptions, records of personal information may be retained for
periods in excess of these mentioned for historical, statistical, or research purposes if Propnet
South Africa (Pty) Ltd has established appropriate safeguards against the records being used

for any other purposes.
14.4 DATA TRANSFERS AND OUTSOURCING

POPIA provides that Propnet South Africa (Pty) Ltd may not transfer personal information

about you to a third party in a foreign jurisdiction unless:

e the recipient is subject to a law or contract which: upholds principles of reasonable
processing of the information that are substantially similar to the principles contained
in POPIA;

e includes provisions that are substantially similar to those contained in POPIA relating
to the further transfer of personal information from the recipient to third parties;

e you consent to the transfer;

e the transferis necessary for the performance of a contract between you and us, or for
the implementation of pre-contractual measures taken in response to your request;

e the transfer is necessary for the conclusion or performance of a contract concluded
in the interest you between us and a third party; or

e the transfer is for the benefit of you and it is not reasonably practicable to obtain the
consent from you to that transfer; and if it were reasonably practicable to obtain such
consent, you would be likely to give it.

15. DATA SUBJECT ACCESS REQUEST POLICY

If the Data subject (you) wants Propnet South Africa (Pty) Ltd to confirm that we are holding

personal information about you; wants a description of the information or wants to correct
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such personal information held, the following process, set out in the below sections, should

be followed.

15.1 THE PROCESS TO REQUEST FOR ACCESS AND CHANGES TO PERSONAL INFORMATION
UNDER POPIA

Section 23 of the POPIA states that a data subject may request a responsible party to confirm
that they are holding personal information about the data subject and may obtain a
description of that information and details about who has had access to it. Where such a
request is received, the matter must be referred to the Information Protection Officer who

will ensure that the correct procedures are adopted.

Section 24 of the POPIA, provides for a right to request correction of personal information
held by a responsible party if it is inaccurate, incomplete, misleading, out of date, and
obtained unlawfully, irrelevant or excessive. Where such a request is received, the matter
must be referred to the Information Protection Officer who will ensure that the correct

procedures are adopted.

Section 23 states that:

1. “Adata subject, having provided adequate proof of identity, has the right to—

1. request a responsible party to confirm, free of charge, whether or
not the responsible party holds personal information about the

data subject; and

2. request from a responsible party the record or a description of the
personal information about the data subject held by the
responsible party, including information about the identity of all
third parties, or categories of third parties, who have, or have had,

access to the information—

1. within a reasonable time;

2. ataprescribed fee, if any;

3. in areasonable manner and format; and

Propnet South Africa (Pty) Ltd, Registration Number: 2014/074523/07, FFC Number: F141487



4. in aform that is generally understandable.

2. If, in response to a request in terms of subsection (1), personal information is
communicated to a data subject, the data subject must be advised of the right

in terms of section 24 to request the correction of information.

3. If a data subject is required by a responsible party to pay a fee for services
provided to the data subject in terms of subsection (1)(b) to enable the

responsible party to respond to a request, the responsible party—

1. must give the applicant a written estimate of the fee before

providing the services; and

2. may require the applicant to pay a deposit for all or part of the fee.

4. A responsible party may or must refuse, as the case may be, to disclose any
information requested in terms of subsection (1) to which the grounds for
refusal of access to records set out in the applicable sections of Chapter 4 of
Part 2 and Chapter 4 of Part 3 of the Promotion of Access to Information

Act apply.
5. The provisions of sections 30 and 61 of the Promotion of Access to Information

Act are applicable in respect of access to health or other records.

6. If a request for access to personal information is made to a responsible party
and part of that information may or must be refused in terms of subsection

(4)(a), every other part must be disclosed.”

Section 24 states that:

1. “Adatasubject may, in the prescribed manner, request a responsible party to—

a) correct or delete personal information about the data subject in its
possession or under its control that is inaccurate, irrelevant,
excessive, out of date, incomplete, misleading or obtained

unlawfully; or
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b) destroy or delete a record of personal information about the data
subject that the responsible party is no longer authorised to retain

in terms of section 14.

2. On receipt of a request in terms of subsection (1) a responsible party must, as

soon as reasonably practicable—

a) correct the information;

b) destroy or delete the information;

c) provide the data subject, to his or her satisfaction, with credible

evidence in support of the information; or

d) where agreement cannot be reached between the responsible
party and the data subject, and if the data subject so requests, take
such steps as are reasonable in the circumstances, to attach to the
information in such a manner that it will always be read with the
information, an indication that a correction of the information has

been requested but has not been made.

3. If the responsible party has taken steps under subsection (2) that result in a
change to the information and the changed information has an impact on
decisions that have been or will be taken in respect of the data subject in
guestion, the responsible party must, if reasonably practicable, inform
each person or body or responsible party to whom the personal information has

been disclosed of those steps.
4. The responsible party must notify a data subject, who has made a request in
terms of subsection (1), of the action taken as a result of the request.
Section 25, regulates the manner of access to information, and reads as follow:

The provisions of sections 18 and 53 of the Promotion of Access to Information Act apply to

requests made in terms of section 23 of this Act.
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Section 18, regulates the Notification to Data subject when collecting personal information,

and reads as follow:

1. If personal information is collected, the responsible party must take reasonably

practicable steps to ensure that the data subject is aware of —

a) the information being collected and where the information is not
collected from the data subject, the source from which it is

collected;

b) the name and address of the responsible party;

c) the purpose for which the information is being collected;

d) whether or not the supply of the information by that data subject

is voluntary or mandatory;

e) the consequences of failure to provide the information;

f) any particular law authorising or requiring the collection of the

information;

g) the fact that, where applicable, the responsible party intends to
transfer the information to a third country or international
organisation and the level of protection afforded to the information

by that third country or international organisation;

h) any further information such as the—

i.  recipient or category of recipients of the information;

ii.  nature or category of the information;

iii. existence of the right of access to and the right to

rectify the information collected;
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iv.  existence of the right to object to the processing of
personal information as referred to in section 11(3);

and

v. righttolodge a complaint to the Information Regulator
and the contact details of the Information Regulator,
which is necessary, having regard to the specific
circumstances in which the information is or is not to
be processed, to enable processing in respect of the

data subject to be reasonable.

2. The steps referred to in subsection (1) must be taken—

a) if the personal information is collected directly from the data
subject, before the information is collected, unless the data subject
is already aware of the information referred to in that subsection;

or

b) in any other case, before the information is collected or as soon

as reasonably practicable after it has been collected.

3. Aresponsible party that has previously taken the steps referred to in subsection
(1) complies with subsection (1) in relation to the subsequent collection from
the data subject of the same information or information of the same kind if the
purpose of collection of the information remains the same.

4. Itis not necessary for a responsible party to comply with subsection (1) if —

a) the data subject or a competent person where the data subject is

a child has provided consent for the non-compliance;

b) non-compliance would not prejudice the legitimate interests of the

data subject as set out in terms of this Act;

¢) non-compliance is necessary—
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to avoid prejudice to the maintenance of the law by
any public body, including the prevention, detection,
investigation, prosecution and punishment of

offences;

to comply with an obligation imposed by law or to
enforce legislation concerning the collection of
revenue as defined in section 1 of the South African

Revenue Service Act, 1997 (Act No. 34 of 1997);

for the conduct of proceedings in any court or tribunal
that have been commenced or are reasonably

contemplated; or

in the interests of national security;

d) compliance would prejudice a lawful purpose of the collection;

e) compliance is not reasonably practicable in the circumstances of

the particular case; or

f) the information will—

not be used in a form in which the data subject may be

identified; or

be used for historical, statistical or research purposes.

Section 53, regulates the protection of the Regulator, and states:

Any person acting on behalf or under the direction of the Regulator, is not civilly or criminally

liable for anything done in good faith in the exercise or performance or purported exercise or

performance of any power, duty or function of the Regulator in terms of this Act or the

Promotion of Access to Information Act.
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16. CONCLUSION

POPIA requires Propnet South Africa (Pty) Ltd to establish appropriate policies and
procedures to protect the various forms of personal information that are part of their
business operations. Strict adherence to this Policy together with the awareness of all staff
will ensure that the company complies with the relevant legislation and safeguards the

personal information entrusted to them.

Propnet South Africa (Pty) Ltd, Registration Number: 2014/074523/07, FFC Number: F141487



